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z‘o provide for esz‘abl zshment of a National Forensics A gency

Lo

WHEREAS it 1s exped1ent to establish a Nat1onal For ens1cs Agency to conduct.
-exammatron of forensics materials and render oplmon to the courts, tribunals, authorltles
or any other entity'and to assist in civil, eriminal, corporate and for the public matters
and the matters anciliary thereto; | | ) |

Itis hereby enacted as follows -

1. Short title, extent and commencement — (1) This Act shall be called the :
, Nat1onal Forensics Agency Act, 2024, . |

(). ~ This Act shall extend to the whole of Pakistan.

3 This Act shall come into force at once. ‘

2. Definitions. —(1) In th15 Act unless there is anythmg repugnant in the

subject or context,- | |
(a) "Agency" means the Nauonal Forens1cs Agency estabhshed under
section 3 of this Act; -
(b) “alumni” means the alurrini of, inter alia, science, techn_olog-y;
- engmeering, mathematics (STEM) Careers Program, Higher
Education Commission of Pakistan or any other STEM ‘program-of
any university of Pakistan who is a citizen of Pak1stan |
k(‘c) “artificial 1ntelllgence” or- “AI” means the use of mtelhgent and
B smart technologies to create a system that depicts humans or human
‘systems using machines; | |
(d) "Board" means the Board of Governors of the Agency constituted
o under seetron 6 of this Act; | |
- (e) - “conventlonal forens1cs” convent1onal forens1cs refers to trad1t1onal:
| methods and practices used in the 1nvest1gat10n of crimes or 1nc1dents N
It includes pathology, anthropology, DNA -analysis, toxicology,
narcot1cs ﬁngerprlnts serology, ballrstlcs explosives, odontology, -

entomology, document exarmna’uon and crime scene investigation, -
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etc.;

“consultant” an alumni, expert or company in a.relevant field who

or which may be hired for a specific period of time on a specified fee
determined by the Board; o
“deep fake” means an audio, video, picture or any other form of

fabricated digital rhedia dsing Al deep learning ~algorithms' to

impersonate or malign any real or imaginary person;

"Director General” or “DG" means the Director General of the

Agency;

“digital forensics” also known as computer forensics, a branch of
that focuses on the investigation and analysis of digital devices and

electronic data to gather evidence for legal purposes. Its branches

include computer forensics, mobile device forensics, network

forensics, memory forensics, digital forensics .imaging, database’

forensics and cloud forensics, etc.;

"employee" means an officer, official, expert or such other person abpointed
on regular basis in the Agency;

"forensics services" means to render expert. oplmon with regards to

forensics cases referred to the Agency by a court, trlbunal or an

' authorlty,

"forensics material" means a document, material, equipment,

impression, Sample ‘or any other object connected with the

commission of an offence, ‘a civil cause, an inquiry or any other

proceedings:
“Government” means the F ederal Government
pro ject” an identified and approved project of the agency;
"prescribed" means prescrlbed byrules and regulations made under
this Act; '
"rules" mear rules made under this act; and

“regulations" means regulations made under this Act.
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(2) Words or expressions used but not deﬁned under this Act shall have the
same meaning as a551gned thereto in the Pakistan Penal Code (Act XLV of 1860) the
Code of Cr1m1nal Procedure, 1898 (Act V of 1898) the Qanun-e-Shahadat 1984 (P.O.
No. 10 of 1984) and the Preventron of Electronic Crimes Act, 2016 (XL of 2016) 3
o ~3‘.7 Establlshment of the Agency.- (1) On commencement of thls Act, there
stands estabhshed an agency to be called the National Forensrcs Agency, Whlch shall be

‘ 1ndependent in the performance of its functions. The Agency shall be a body corporate

- with financial and adm1n1strat1ve autonomy and haVlng perpetual successron and a

common seal with power subject to the provisions of this Act, to enter into contracts :
acqurre and hold property, both movable and immovable, and to sue and be sued in its
name: |

Prov1ded that the Agency estabhshed under thrs sub sect1on shall be at the

(2) ' The headquarters of the Agency shall be at Islamabad, and the Agency -

may, from t1me to- t1me estabhsh other offices at such places as it deems approprlate

(3). -The Agency shall consist of a Dlrector General, Directors, Add1t1onal
Directors Deputy Directors, Assistant Dnectors and such other officers and employees

as may be prescrrbed

Prov1ded that tlll such time the regular D1rector General is appomted in

'accordance Wrth the prov151ons of this Act, the PloJect Drrector of NFA prOJect shall

exercise the po wers and f funct tions of f the Director General

4, Functions and respons1b111t1es of the Agency (1) The followrng shall

 be the functions and respons1b111t1es of the Agency namely -

- (a) expand its 1nfrastructule and hurnan resource to establish a research
o department, other forensics departments and a state-of-the-art digital
forensms department to. assist in matter of natronal securrty and

work as a centre of excellence for the country and one WlndOW

resources center,
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act-as-a central coordinating agency being a supreme agency
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providing - intimate: conventional,. digital forensics services in*® -

" prescribed manners to Government departments as well as private

" .sector ‘at-Federal and provincial level including Azad Jammu and

- Kashmir (AJK) -and Gilgit-Baltistan (GB) and all forensics agencies

. and laboratories-in country iricluding the law enforcement agencies;

emp'lefing.~‘icuttingfédge A tools and a new research center to

@

develop indigenous solutions;

‘ptepare, update and approve standard operating procedures in

accordance . with this Act, International Organizatidn for

. Standardization (ISO) and world best préctices for éharing to all

.+ government “departments and forensic laboratories to follow the

.+ same: to- maintain “the integrity of conventional, digital forensics

- opinion, appear in a court as such expert with regard to.

@

- material or data received and analyzed by the Agency;

g0y

G

material;

2 collecty presetve and handle conventional, digital forensics materials

as and when required from crime scene;

- through - ‘notiﬁed' ‘experts conduct examination, render expert

~ conventional, digital forensics materials referred to the Agency by a |

= court, tribunal, authority or an any other entity in a prescribed

manner;
lfév‘y'“a'ndi collect such fees, in respect of any of its functions at such
rates as may be prescribed; | ' |

maintain' record -and database of conventional, digital forensics

" image, video, voice enhancement to maximize the output while

" maintaining the '-ihtegrity of actual digital media as per international

best practices;

procure; operate and maintain scientific instruments for examination

‘ be ‘centerof excellence for conventional, digital forensics, -
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of conventional, d1g1ta1 forensics material;
a001ed1tat1on and certification of pubhc and private convenuonal

digital forensics 1a_bo1ator1es, facilities and experts in Pakistan as

-deemed appropr.iaté by the government;

re-examination of conventional, digital forensics reports shared by

any federal, provincial, local or international agency, 4

perform Leseamh to identify specialized projects related to
conventional and digital forensics, artlﬁc:lal intelligence new
technologies that are of nat1onal 1mpo1tance and -alumni or expert.

consultants from STEM fields shali be hired for these proje

. conduct gap analys1s of the country with contemporary systems used

in modcrn world in terms of conventional, digital forensics, AI new
technologies and‘ give recommendation to bridge this gap;

training of judicial and law officers with latest trends in
conventlonal d1g11a1 fo1e1151cs and recommend appropmate laws to
the government |

to work as a member of a committee that drafts and finalize
international agreélnents related to conventional, digital forensics;
coordinate and collaborate with pronincial v,government departrnents,
public and private sector 1nst1tut1ons international organlzatlons
universities, 1esearch institutes and conventmnal digital forensics
laboratories fo1 research and training yru.gran.xs,

coordinate and ovérsee collaboration ’be_tween public and private
institutes, '-o_rgan-izations, Universities and conventional, digital

.f_or.ensi'cs labs from within the country and abroad;

-pe,rform' referral and consultative role whenever requested by

provincial governments or by courts of law or any other-entity; .

perform. such other functions.as the Government may assign to the . -

Agency in furtherance-of'the aims and ‘objec'tives of 'the‘Agency.

The report and opinion of the :Ag‘enéy shall be an admiss:i?ble evidence in



courts and tribunals for the purposes of section 5 10 of the Code of Criminal Prodédu:é,

1898 (Act V of 1898) and Articles 59 and. 164 -of the Qanoon-e-Shahadat, 1984 (PO

No. 10 of 1984). -
5. Su,perint'énden,c'e of the Agency.— The general "directions and

~ superintendence of the Agency shall vest in the Board under this Act.

6. Board of Governors.— There shall be .a Board of Govemors: of the

Agency which shall coemprise—

S.No. | . | - Membé¢rship Status
® | @ O
1. Secretary of the division to which| Chairperson
__| business of the Agency stands allocated ' '
2. Inspector General of Police, Islamabad Member

Capital Territory or in, his absence his |
neminee not below an officer of BPS-20
or equivalent ' o
3. National Coerdinator of National| . ~Member

' Counter - Terrorism Authority (NACTA)
or in his absence his nomince not below
an officer of BPS-20 or equivalent N
4. .| Director General of National Police - Member
Bureau (NPB) or in his~ abséfice his | ' '
nominee not below an officer of BPS-20
, or equlvalent ‘
5. | Director General of the Agency | Member-cum- |
Secretary

7.  Meetings of the Board.- (1) The’ Ch’aifﬁétfst)ri' may convene meetings "ofu
the Boar;i at such time and place as he considers necessary for the efficient performance
of the functions ofthe Board. | | -
| . (2) At any meeting of the Board the quorum shall be three members.
| ( Y All 1ssues arising ‘at any meetmg of the Board shall be demded by the

majority of votes of the members pr esent and voting.
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R :(4) Subject to the provisions of this Act the. Cha11pe1son may . g1ve d1rect10ns

recaldlng the procedure to be allowed at or in connection with any meeting of the

4
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8. Powers and functlons of the Board.- (1) The powers and functions of the

Board shall include-
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lay down procedures f01 conduct of the busmess of the Board :

committees, bodies or w01k~1ng groups consututed by the Board to a531st
in discharge of’its functions; -

o'Vefsee functioning activities of the Agency; . |
approve guide_iines to be followed by the Agency for vetiing of focal

and international agreements that relate to conventional, digital

forensics;

approve guidelines for the Director_Géneral and Directors to take

cognizance of cases related to conventional and digital forensics;

“approve specialized projects, resources required for consultants,

consultancy fee, etc.;

creation, abolishment, ro—designation' and up-gradation or down-

* - gradation of any post prox}ided the éxpenditure is met from within

~ the allocated budget of the Agency; ,

€]

(h)

()

to re-appropriate funds from one head of account to another head of

account and to sanction expenditure on any item from within the
allocated budget;

hiring appointment of human resource on initial appointment,

regular contfact, deputafion or on attachment basis in prescribed

mannel

to recommend absorption of officers posted .in Agency on

,attachment, deputation or on contract basis against regular approved

posts in prescnbed manner; .

~ to conduct its business in a prescubed manner; and

‘to approve the annual budget prepared by the Agency.
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| (2) - The annual'report and accounts of the Agency for every financial yeél' shéll_ be
submitted-at a meeting of the Board within three months after the end of the financial year
to which the accounts relate.

(3)  There shall be an executive committee of the Board which shall consist of-

(a) Secretary of-the division. to which business of the Agency stands

allecated;
(b) any member of the Boa1d appomted by the Chairperson; and
(c) Dlrector General of the Agency or in hlS absence hlS nominee not
| below an officer of BPS-20: or equivalent.

(4)--‘ The. executive committee shall fexercise all the pewers of the Board in

urgent matters. All -‘decisions of the executive committee shall be placed before the Board

—in-the-next meeting forits approval.. . . ... . -
| (5) - 'Fhe Board may constitute committées for performing functions of the

 Agency under this Act.

(6) The Board shall conduct and hold its meetings in a prescribed manner.-

9, Appointment of the Direc‘tbr General.- (1) There sﬁall be a Director General
“of the Agency who shall within six months of the commencement of this Act be appomted
by the Prime Minister in such- manner and: on such- terms and cond1t10ns as may be
prescnbed by rules: |

' Provided that no person shall .be. appomted as such unless he is only citizen of
Pakistan. | b

(2) Till subh time the regular Directer General is appointed in accoraance with
sub-secfion-( 1), the Pﬂme Minister may designate an officer not below the r-ankhofBPS—

20 or equwalent to:act as Director General i In acc01dance with the prov1510ns of this

Act.
(3) The Prime Minister may, after notice and inquiry in the prescribed manner,
remove the Director General on the ground of inefficiency, misconduct, corruption or-

inability to perform functions.
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(4) The Director General may, by writing under this hand addressed to the
Prime Minisfer through the division concerned, tender his resignation and shall cease to -
hold office upon acceptance of his resignation: ' L |
. Provided that where the Prime Minister does not accept the resignation within
thirty days, it shall be deemed that the resignation stands accepted. |
| 10 Appointment of officers, staff, etc. by the Agency.- The Agenoy may
appoint employees consultants and such other persons in the manner and on the terms
and conditions as may be prescnbed by regulations.

11 Employees to be public servants.— The Director General employees and

such other persons appointed - under this Act, when acting or purporting to act in

. pursuanoe‘ of any of the :provis‘ions of this Aet, shall be deemed to be public servants

within the meéming of section 21 of t’he Pakistan Penal Code (Act XLV of 1860).

12. Powers of the Director General.— (1) The Director General, as the chief A
exeeutive of the Ageney, shall exercise administrative as well as financial powers with
regards to the functicning of the Agency, under this Act. |

(2)  The Director General shall ensure that the Agency perfolms its act1v1t1es and

functions in .accordance with the pl‘OVlSlonS of this ‘Act, as well as the rules and

‘regulations.made thereunder.

{3) In particutar and without _prejudice to generality of the foregoing powers,

the powers of the Director General shall include—

A (a} acting as a principal accounting officer of the Agency;
; (b) ‘prop.osing, recommending and 'presenting budget estimates of the
Agency to the Board; -
(c) sanctioning all expenditure provided for in the approved budget as

may be pr escribed;
(d) constituting sub-committees and asstgmng specific tasks to the said
“v , committees” or sub- comrmttees for pe1f01mance of the Agency s

functions under this Act; and
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exercising and pcr:fonning'such other powers and functions as may
be deemed connected with or ancillary to works and activities of the

Agency under this Act.

(4) - Until the executive committee is duly constituted, the Director General

shall, subject to such directions as the Government may give from time to time, exercise

_ the powers and per form the functions of the executive comnnttee

- (5)  The employees- of the Agency shall have such powers and perform such

functions as-may be assigned to them by the Director General.

13 Establishment of Ageney fundi~ (1) There shall' be a fund of the Agency

- -which-shall be non-lapsable fund vesting in the Agency to-be known as the NFA: Fund

The Fund shall con51st of-

' (@)
(b)
©)

© @ '
- .as may be approved by the Board;
@

®

. .(g):',
@

| any pubhcatlon |

‘grants made by the Government;

funds provided by the Federal and provincial government;
loans and grants from the national or internatienal-agencies received
by the-Gevernment to finance the functions of the Agency;

charges and-fees collected for services provided or from such seurces: -

income from-investments and deposits as approved by the Board and

in accordance w1th rules;

income from the sale of’ moyable or immovable property;

- donations and endowments;
- all other sumis received by the Agency in lieu of service; and | -
proceeds ffom any other service rendered by the ‘Agency,-including

.1nspect10n services (fcn e1gn or local) proyects or income from sale of -

(2) All sums received in lieu of services p1ov1ded by the Agency shall be
credited'to NFA Fund. '

(3) The. D1rector Gcnelal may utilize . the NF A Fund for expcndltuIe in

; accordance ‘with, the regulations of the Agency.

-(4) The NFA Fund: shall be kept in orie or more accounts maintained by the
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-Aoency in local or foreign currency in any scheduled bank in Pakistan -and shall be
E petated in accordance with regulations of the Agency
- 14. Re-examination of forensic material.- Aggrieved person or a department
may seek the provision of re-examination of conventional, digitai forensics material
against a report submitted in an investigation through a court or tribunal in a prescribed
rﬁariner. | | '_ ,
~15. Bar to action and indemnity.- (1) No acticn taken under this Act shall
be called in question in any court or otherwise except in the manner provided in this Act. |
| (2) No civil or criminal proceedings shall be instituted against any perso-n for
ei-nything done in good féitl* or purported to have been dene under this Act.
(3)- No suit, prosecution or other legal proceeding shall lie against the
*Government or any Provincial Govemment or local authority. or any other person
‘exercising any power or pe1form1ng any function under this Act or for anythmg whlch'
is done in good faith or purportmg or 1ntended to be done under this Act or any rules
made thereundel, . ;
. 16. Accounts and audit. — (1) Subject to Articles 169 and 170 of the
Constitution, the Agency shall prepar-e its budget, with respect to each financial year,
- and shall maintain complete and accurate books of accounts of their actual expenses
income, payments receipts, assets and hablhtles etc.
(2) - The annual accounts of the Agency sha‘ll'_ be audited by the _Auditot
" General of Pakistan, in terms ,of Articles 169 and 170 of the Constitution and if requ'i'red
by a,reputable firm - of chartered accotmtants, within the meani-ng of _Chatteted
Accountants Ordinance, 1961 (X of 1961), appointed by the Board. ' |
~ 17. Annual report.- (1) The Agency shall submit its annual repert to the
Prime.Minister through the division concerned before the 315t day of Sep‘tefnber of each
ﬁriancial year. | | ‘ o
| (2) The Minister‘ cencelned shall, within the period of one month of the receipt
~ ofthe annual report, lay the same in the Na.t10nal Assembly and the Senate.
| (3) The Director Gene1al shall submlt the following 1eports to the Boaid

namely:—.
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(a) periodical reports, returns, statements and statistics-as may be required
by the Government or the Board,

(b) annual report on different research énd operational activities;

(c¢) information and repOrté required by the Government on any s'p'eciﬁé
- point; | | |

(d) copies of documents required by the Goverhment; or

(e) any other information or data required:bythe Government.

18. Power to make rules.- The Government may, by notification in the -
ofﬂcial' Gézette, make rules for carrying out the purposes of thi's Act in respect of
external matters of the Agency. | | |

'19. Power to make regulations.- The Agency- may, with approval of the
Board and by notification in- the. _ofﬁcial Gaiette,'_1na1§e regulations for its internal -
matters not inconsistent with the provisions of this Act and the rules. |

20. Délegati.on of powers.- Th‘eAgeney. may, by general or special order and
subject to such conditions as it may deem appropriate in writing, delegate , all or-any of
-its-powers and functions to the Director General or any other officer of the Agehoy
under this Act. -

~21. Exemption from taxes:- Notwithstanding anything contained in any. other
law for the time being in force, owing to the strategic nature and role of the A‘gency,. the
Governf_nént may for a period not exceeding five years exempt the Agency from payment.of |
federal'téxes' on ifs income generated .or collected during. the course .of its functions and
activitie-s; under this Act. The Government shall take all necessary administrative measures
and pass all requisite orders, instructions or notifications, to give effect to-such exemptions.

22.  Authorities to aid the Agency.- All executive authorities of the ‘
Federation and in' the provincés s'hali render such assistance to-the 'Agenpy as may be
_ re“quiréd?for‘the exercise or performance.of the Agency’s activities and functions: under
this Act.

23.  Issuance of policy directives.- (1) The Government may, as and when

deemed necessary, issue policy directives to the Agency.
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(2)  The Board shall take all necessary steps to ensure that the activities and

' ’Works of--the Agency, to the extent practicabl‘e, are carried .out in accordance withi the

-

pohcy du ectives 1ssued by the Government.

24. Relationship with other laws.- Save as prov1ded in th1s section the

provisions of this Act shall be in addition to and not in derogation of any other law for

the time being in force.

25. - Transfer and savings.- (1) On commencement -of this Act,-

(@

(b)

(c)

all acts doné, actions taken, obligations aﬁd liabilities -.i-ncurred, ~rights,
and assets acquired, persons appointed .'or authorized, jurisdictions or
powers conferred,. endowments, bequests, funds -or trusts created,
donations 61‘ grants made, orders issued and rules or regulations made
by or in relation to the Agéncy, before the commencement of this
Act, shall be Adeem‘ed: to have been done, taken, incurred, acquired,

appointed, conferred, created, made -or issued with respect to the

h Board or the Agency, respectively, under this Ac"t;_

all funds, properties, rights and interests, etc. issued, used, enjoyed,

~ possessed, owned or vested in the National Forensics Science

Agency (NFSA) Project and its Transformation to National Forensic
Agency (NFA) Project shall irﬁmediately stand transferred .to the -
Agency established under this Act; | '

all persons in service of the NFA Project shall immediately stand

transferred to the Agency established under this Act without

entitlement to any additional compensation or benefit in lieu thereot:
Provided that— -

(1) the persons so transferred shall have the option to exercise a

- non-revocable one-time option within sixty days of the

commenceme,nt of -this Act either to retain the terms. and

conditions of their "service -existing 1mrned1ately before
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commencement .of this Act or opt for the new terms and -

conditions as shall be admissible to the employees of the
Agency on commencement of this Act which shall not be less

favourable than their-former terms and conditions of setrvice;

(i) = the persons on deputation, attachment or secondment, etc. to

the NFA Project shall on exercising the optlon under sub-

o~

=,
e T

" clause (i) may continue with their ex1st1ng status of

appointment on thelr existing terms and-conditions of service
~ in the Ageney- or may opt for absorption with consent of their
Ie’nd-ing organizati”@n; as employee of the Agency on new terms
and cenditions of service or opt for repatmatlon to their parent

T T Tmm T o T orgamzatlon- T meme

(iii) where no option is exercised under sub-clause (i) or sub-clause
(i), it shall be deemed that the persons have .opted for
absorption in the Ageney on the new terms and conditions of

their service in case of the persons under sub-clause (1) at their

own consent and in case of the persons under sub-clause (ii)

with consent of their lending organization; and

(ivy  where any departmental proceedings or criminal proceedirigs
in the court of competent jurisdiction are pending finalization
against any person so transferred to the Agency, the same shall
remain pending and shalk be decided in accordance: Wl'ith his
terms and conditions of service immediately existing before

commencement of this Act.

(2). The provisions of the Industrial Relations Act, 2012 (X of 2012) shall not

apply to matters relating to or arising out-of transfer of employees to the Agency.

| 26. Offence~ (1) If an expert or official of the Agency. knowingly or

negligently renders false, incorrect or misleading opinion before a court, tribunal er -
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'autihori-ty, he shall be liable to the punishment of imprisonment which may- extend to

one year or with ﬁne Wh1ch may extend to one hunGh ed thousand Rupees or with both

(2) No coux’t shall take cognizance of an -offence under this Act unless an
ofﬁcer authorize by the Director General makes a complaint in writing in this behalf. |

27. Rern‘ova.l of difficulties.- In case a difﬁculty arises in giving effect to any of
the provisions of this Act, the Government may make such orders, not i-nconsistent '\'Nith
the provisions of this Act; as may appear to be necessary for the purpose of removing

such d’ifﬁcu:l’[y.t

S_TATEMENT OF OBJECTS -AND REASONS -

This Muus’ny intends to transform National Forensics Agency (NFA) Project into
the National Forensics Agency. The National Forensics Agency aims to enhance forensic
capabﬂmes across Pakistan. Key initiatives include upgradmg existing conventional forensic labs E
and- establishing digital forensic lab that will provide services to all provinces, GB, AJ&K, and
government/private forensics labs. The National Forensics Agency will integrate digital and
cyber forensics to combat crimes 1nvolv1ng €lectronic devices, deep fakes, and other electromc
offenses.

2. : Moreover, it will also develop a center of excellence and R&D department to
make it a self-sustainable Agency. Furthermore, it will also envisage developing indigenous
solutions to minimizé the dependence on foreign governments and agencigg. 4,

f

(Syed Mohsin k&zj}_ﬁaqﬁ)
- Federal Minister for Interior
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