. > [AS PASSED BY THE NATIONAL ASSEMBLY]
A

Bill

further to amend the Prevention of Electronic Crimes Act, 2016, Pakistan Penal (,odc 1860 and
" the Qanun-e- Shﬂhﬁddl Order, 1984

WHEREAS-it is expedient further to amend the Prevention of Electronic Crimes Act,
2016 (Act XL of 2016). Pakistan Penal Code, 1860 (Act XLV of 1860), and the Qanun-e-
Shahadat Order, 1984, for the purposes hereinaller appearing;

[t is hereby enacied as follows:-
l. Short title. and commencement.- (1) This Act shall be called the Criminal Laws
(Amendment) Act, 202%«

(2) .1t shall come into force at-once.
2. Amendment of scction 2, Act XL of 2016.-~ In the Prevention of Electronic Crimes Act,
2016 (Act XL of 2016), hereinafter referred 10°as Act XL of 2016, in section 2,-

(1) after paragraph (vi), the following new paragraphs shall be inserted, namely:-

“(vi-a) “Child” means, notwithstanding anything conlained in any other law, any
person who has not completed the age of eightcen years;

(vi-b) “Child scxual abuse conlent” shall means the representation, by whatever
means, of a child engaged in real or simulated sexually explicit conduct
or representation of the sexual parts of u child for primarily sexual

purpases;”;
(i) after paragraph (vii), the following new paragraph shall be inserted, namely:-

“(vii-d) “Complainant” means any person’ who makes complaints of any offence
under this Act. This includes a victim, or an individual having substantial
reasons 1o believe the ulTence is being committed or likely to be
committed and any authorily referring the complaint for investigation,”;

(iii)  afler paragraph (xvid), the following new paragraph shall be inserted. nansely:-

“(xvii-a) “Harmful content” means the ¢ontent that might seriously impair the
physical, menlal or moral development of minors, including but not

limited to the following:-

(a) contents especially containing pornography or depicling extreme
and gratuitous stenes of violence; or



(by display of bruts and extreme violence which is not justifiuble by

context; or

(¢} content emphasise and normalise violence. drug addiction or similar
forms of criminal conduct, as well as exploiting credulity of viewers

or listeners; and
(d} the content as may be determined by the Cour of competent
jurisdiction;™;
(ivi  after paragraph (xxiv), the following new paragraph shall be inserted. namely-
“(xxiv-a) “Non-gexual child abuse™ shall means:

(a) any form of nonscxual physical of a minor by such as kwking,
beating. slapping, whipping; puiling ~of hair; strangling,
choking or suffocating; of

(b) sharing with minor any content that praises, supports,
promotes, advocates for, provides instructions fcr or
encourages participation in non-sexual child abuse, or videos
or photos depicting  adults  endangering children oy
plating/pointing weapons such’ as guns, swords, bombs. at/on

children:™;
(v)  after paragraph (xxvii), the following new paragraph shall be inserted, namuiy:-
o(xxvii-a)  “Sexually explicit conduct” means actual or simulated--

(a) sexual intercourse, including genital-genital, oral-g:nital,
anal-genital, or oral-anal, whether between persons of the

same or oppusitc sex;
(&)  bestiality;
{¢)  maslurbation;
(d) sadistic or masochistic abuse; or

(©) lascivious exhibition of the anus. geritals, ot pubic arca of

any person:’:
{vi} aﬂer pnragraph {xxviii), the following new-paragraph. qhall be inserted, namely:-

(xxvm-a) “Qemwﬂ abuse of a minar” shall have the sarne meaning given to
—sexual abuse in section 377A of the Pakistan Pena] Code, 186) (Act

XLV ol 1860).™:




T et 3 Améndm_ent of section 22, Act XL of 2016. - Tn the Act XI. of 2016, in seotion 22,-

(i) for the words “Child pornography”, wherever occurring, the words “child sexual

abuse coritent”, shall be substituted;
(i)  forthe sord "seven” the \\'ord':“tcn”;-shull'kio substituted,
(iif)

(iv)  alter.the words “scven. vears,”,
inserted; and

)

thousand rupees”, shall be inserted.

4.
following new sections shall be inserted, namely:-

#22-A. Online grooming, “solicitation” and “cyber enticement™.- Whoever intentionally
creates or takes steps towards ereating a relationship of trust with a minor through the use
of an information system or device or any other similar means of communication with the
intent 1o facilitate, solicit or commit sexual abuse of a minor or 10 share, facilitate or
solicit sexual content or produce sexual abuse material with-a minor, shall be punished
with imprisonment ol cither description for & term which may extend fo.ten years and not
less than five years with fine which may extend to ten million rupees but not less than

five hundred thousand rupdes.

22-B. Commercial sexual exploitation of children.- Subject 1o Section 38, whoever is
directly or indircetly involved in the use of an inférmatioh system or dther similar means
and intends to use, or knows or ought to have known that such information system or
other simildr means shall he used by gthers for the purposes of the sexual exploitation of
minors, such as child prostitution and child sex tourism, accompanied by payment in
money or in kind to the minor or lo onc or more third parties shall be punished with
1mpnsonmem of either description [or a term which may cxtends 1o ten years but not less
than seven years with fine which may extend upto fifleen-miltion rupces and not less than

five hundred thousand rupees.

22-C. Exposure to harmful online content.

million and not less than two hundred thousand rupees.

afler the word “imiprisonmeit”, the words “cither description™ shall be inserted;

the words “and ‘not less than 5 years” shall be

alter the words *five million"rupees”, the words-“but not less-thantwo hundred

Insertion of new scetions, Act XL of 2016.~ In the Act XL of 2016, after section 22, the

- (1) Subject to Section 38, whoever
intentionally causes a minor to be exposed 1o content through an information system
which is sexually explicit including content that depicts sexual or non-sexual abuse of
minors thal may cause mental distress o, the minor, or otherwise harmful to the
development of minor shall be punished with 4 imprisonment for a term which may
exlend lo-seven years byl not less than Lhree yenrs, withHine which may extend to five
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22-D. Usc of information system for kidnapping, abduction or rafficking of miror. -
Whacver contacts a minor through the use of an information system or any other stnilar
means directly or indirectly of communication with intent to kidnap, abduct or traflic a
miror for any purpose, including to commit scxual abuse of a minor ot exploitation shall
be punished wiih imprisonment {or life or with rigorous imprisonment for a term vzhich
may extend to fourteen years and shall not he less than ten years with fine upty ten
million rupees and not kess than five million mpees.

22-E. Non-commercial exploitation.- Whoever intentionally exploits a minor through the
use of an informarion-system or other similar means for persanal gratification rather than
for financial or economic gain coiuciding with obtaining economic benefil, shall be
punished with imprisonment of cither description for a term which may extends ta ten
years and shall not be less S vears with fine which may extent fo [ive million rupecs and

not less than two million rupecs.”™

Insertion of ncw sections 24-A, Act XL of 2016.- In the Act X1 of 2016, the following
new section 24-A shal] be inserted, namely:-

“24-A. Cyber bullying.- (I) A person commils the offence of cvber bullying who. with
intent to harass, threaten or target another person pasts or sends electronic messages,
including pictures or videos by using any social platform, including chat rooms. “logs

and instant messaging.

(2) A «ninor through the guardian may apply to the Authority for removal, destruction of
or blocking access to such conlent or communication referred to in sub-section (i1 and
the Authority. on receipl of such application. shail forthwith pass such orders as deemed
reasonable in the circumstances including an order for removal, destruction, preventing
transmission of or blocking aceess to such content and communication, and the relevant
Authority may also-dircet any of its licensees to secure such content and communication

including traftioc data.

(3) Whoever commits the offence of child cvber bullying as Jeseribed in sub-section (1),
shall be punished with imprisonment of either description [or a term which may extend to
five years shall not be less | years with a fine of up 1o five hundred thousand rupees ard
not less than one hundred thousand rupees.”

Provided where the accused ‘is mhinor and first time offender, then in casz the
accused is school going / attending any cducational institution, the complaint shzll be
‘matle to the Principal of the concerned school. 1f the accused is held responsible then the
punishment shall be decided by the Principal of the school. While if-the accused is rinor
and out of school and not / attending.any aducational institution, then' the complaint shall
. fie before Chairman 0f the concerngd Council. If the accused is held respongible then the
punishment shall be decided by the Chairman of the coricerned Council. The punishment
will be limited to social service to the extent of one month and not less than seven days.




Provided lurther, where is minor ageused is-a-second lrbe ollender-of cyber
bullying, then the complamt shall te beforc Magistrate of first Class and punigshment to
the minor guilty of cyber bullying for the second lime shall be imprisonment to the extent
of 1 month asid not Jess than 7 days and / or with fine to the extent of Rs.100,000/~ and

"not less than Rs.50,000/=.

Amendment of Section 30, Act XL of 2016.- In the Act XL of 2016, for section 30, the

following shall be stbstituted namely:-

“30, Power and Procedure to investigate. - (1) In addition to the Federal Investigation
Agency, the Police shall be authorized to take cognizance ol the offences under this Act.
In that case the Poliéé shall be Bound to refer the maftér relating offence’ under the
Prevention’ of Electronic Crimes Act. 2016 (Act XL of 2016), immediutely to Federal
Investigation Agency, for technical opinion. and investigation as per its mandate and

rules.

Provided that the Federal or Provincial Governmeni, as the case may be,
constitute one or more joint investigation teams comprising of an-authorized officer of
the investigation agency and any other law enlorcement agency for investigation of an
offence undet this Act and any ather law for the time being in force.

(2) An investigating officer under this Act shall be an officer or Police Officer not
below the rank of Inspector of Police or equivalent or, if the Federal Government or the
Provincial 6 Government, as the casc may, deems necessary constilute a Joint
Investigation Tcam to be headed by an lnvestigating Officer not below the rank of (BS-
18) and other oflicers of Joim Investigation Team may include equivalent rank from
other agencies, as the, case mav be. The Joint Investigation Team shall comprise five
members and for the meeling purposes the quorum shall consists of three members.

(3)  The investigating oflicer to the Joint Investigation Team, as case may be, shall
complete the investigation in respect of cases triable by the court within forty five

workiny days.

(4) The Court shall, ontaking cognizance of a case under this Act, proceed with the
trial on weekly basis and shall decide the case within: three months, failing which the
matter shall be broughi-to the notice of the Chiet Justice of the High Court concerned for
appropriate directions, keeping in view the facts and circumstances of the case.”.

Insertion of new section 30-A, Act XL of 2016.- In the Act XL of 20186, after section

30, the following new sectivns shall be inserted, namely:-

“30-A. Remand.- (1) Where a person is detained lor investigation, the investigating
Officer, within twenty-four hours of the arrest, excluding the time necessary for the
journey [rom the place of arrest in the Canrt, shall praduce the accused before the Court.

and may apply for rcinand ol the accused to police custody, or custody of any other



investigating agency joined in the im estigatien for which the maximum period allowed
must not be more than fourteen davs at onc Hime.

Provided that, where an accused cannot within twenty-lour hours be produced
before the Court. a temporary order for police custody or custody of any ¢ther
investigaring agenuy joined in the investigation nol exceeding twent y-four hours may be
obtained from the nearest Magistrate for the purpose of producing the accuscd before: the
Court within that period.

(2)  No expansion of the time of the remand of the accused in palice custody or
custady of any other investigating ageney joincd in the investigation shall be alloved,
unless it can be shown by the i_m;-estigating Officer, (o the satisfaction of the Court. that
further evidence may be available and the Courl is satisficd that no bodily harm has been
or will be caused to the accused: Provided that the total period of such remand shali net,

in any case exceed thirly days.
(3)  The Court shall be deemed o be a Magistrate for purposes af sub-section.”.

«30.B. Victim and witness protection.— (1) A victim and . witness protection system shall
be established by the Federal and Provincial governments_ of Pakistan through rules to
with features including the followirig: -

(i) special sccurity arrangements for witnesses and vietims;

(i) concealment of identity,

(iii) distance recording of testimonies through video-conierencing, audio-video links
and hy the use of modem devices;

(iv) ‘re-location of victims-and witnesscs;

(v) pravision of reasonable financial assistunce;

(vi) compensation to Jegal heirs of protected victims and witnesses;
(vii) safe-houses, dar-ul-amans cic.;

(viii) such other measurcs'as may he necessary and ancillary.

(2)” - Fill such time the rules-envisaged in sub-section (1) are prescribed, the witaess
protéctich system and benefits préscribed under the Witness Protection, Security and
Benefit Act, 2017 (Act XXI ot" Ju1-/) shall be applicablé 1w both victhns aud wilnesses
under this Act, mutatis mutandis.” '

«30-C. In-camcra irial.— (1) The trial of vllences against minors shall be conducte
incamera: Provided that the Court, if it thinks (i, on its-0wm’or on an application madz by
either of partics, allow any parficular porson to Jiave aceess to court proceedings, or be or
remain in the Coun. ' '
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(2) Nolwithstanding anything contained in any other Jaw for the time being int-force,
where any proceedings are held under subsection (1), ‘the Court may adopt appropriate
measures, including holding of the triul through video-link or usage of screens, for. the
protection of the viclims and:the withesses. '
(3) -Where any proceedings are held under subscetion (1), it shall not be lawful for
any person (o- publish or broadcast.any matter or information- in relation to any such
proceedings, except with the permission of the Court.™
“31-A°  Investigation into  the child  sexual ‘content referred  to  Pakistan
Telecommunication Authority.- The NR3C, Federal Investigation Agency shall acquire
the information of the child sexual abuse content referred for bl_ocking / removal to
Pakistan-1'¢lecommunication_Authority and the organizations having data.in’this regard,
for investigation prior fo their removal and blocking by said Authority, whether the direct
complaint against the said tnaterial has been madc or not.”.
8. mendment of section 42, Act XL of 2016.--In the Act XL of 2016, in section 42, afler
the words, “to any forvign povernment™, the words “including the government of Azad Jammu &
Kashmir”. shall he inserted.
9, Substitution of section 43, Act XL of 2016.- In the Act XL of 2016, for section 43, the
following shall be substituted, namely:-

“43. Offences'to be compounditble and non-cognizable.- (1) All offences under the Act,
except the offences under scctions 10. 21, 21-A, 21-B, 21-C, 21.D, 21-E, 2I-F and
abatement thereof, shall be-non-cognizable, hailable and compoundable.
Provided that offences under section 17 shall be cognizable by the investigation
agency on a written complaint by the Authority.
10. /lfscrtion of new sections 45-A, Act XL of 2016.- In the Act XL of 2016, after section
43, the following new section shall be inserted. namely:-
“43-A. Support mechanism Jor the victims.- (1) The Government shall develop
mechanism for the support of victims in collaboration with other agencies and civil
society organizations:™ ’
11. ~Tnsertion of new sections 43-A, Act XL of 2016.- In the Act X1. of 2016, aller section

43, the following new scction shall be inserted, nancly:-

“43-A, Complaint against cybercrimes apainst children.- Complaint against the offences
under sections 10, 21, 21-A, 21-B, 21-C, 21-D, 21-E, 21-F and abatement thereof may be
lodged with concerned authorities’ by the complainant.as defined undet Section 2(vii-

A)"
12. Amendment of Article 164, Qanun-e-Shahadat Order, 1984.- In the Qanun-c-
Shahadat Order, 1984, for Article 164, the {following shall be substituied, namely:-



“164. Production of evidence that has become available because of modern devices ot

information system, etc.- Depending on the nature of case and circumstances, the Court
may, il deem appropriate, allow to be produced any evidence of witness(s) recorded by
the Court through the modem devices or techniques including video call, viber, Skype,

Imo. Whatsapp, facebook messenger , line caller and video conference, etc.”.

13 Omission of section 292-B and 292-C, Act XLV of 1860.-in the Pakistan Penal Code,
1860 (Act XLV of 1860), the sections 292-B and 292-C shali be omitied.

STATEMENT OF OBJECTS AND REASONS

Teking cognizance of the rise in the cases of §cxual exploitation and cybercr-mes
against children in light of the constitutiopal and international commitments ef the Govermnert
of Pakistan in terms of ratification ol the United Nations Coavention on the Rights of the Child
(UNCRC); the Optional Frotocol to the CRC on the sale of children. child prostitution, and the
child pomography (OPSC); UN Convention against Transnational Organized Crimes. the
Protocol to prevent, suppress and punish trafficking in persons, especially women and childrer,
the amendmcents in the Prevention ol Tlectronic Crimes Act, 2016 (Act XL of 2016). Pak stan
Penal Code, 1860 (Act XLV of 1860). and the Qanun-e-Shahadat Order, 1986, have seen

proposed for preventian of sexual ex ploitation and cybererimes against children.

Sd-

MS. MEHNAZ AKBAR AZIZ,

Member  National. Assembly



